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Effective IT Auditing: Planning and Execution!
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Tom*Schauer*

! Since*1986*

! TrustCC*Founded*TrustCC*in*2001*

! State*and*Federal*Examiner*

! CISSP,*CISA,*CISM,*CEH,*CTGA,*CRISC,*Former*GCIH*

! PresentaOon*Style*
" Ask*QuesOons,*ParOcipate*
" Your*Handouts*
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Hackers, Activists and Anarchists�
The State of Information Security in 2013 

By Tom Schauer 
CISA, CISM, CISSP, CEH, CRISC, CTGA 
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Every week we steel millions of 
dollars worth of information…"

then we gave it back!"
"

TrustCC has performed over 1600 IT Audits and Penetration 
Tests for nearly 400 Organizations."

"
Thus far in 2013, we’ve hacked into 53% of our clients from the 
Internet.  Once on the inside we access sensitive information 

75% of the time and Admin access 62% of the time."
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What is more valuable? 

TrustCC’s Social Engineering 
Success Proves that Credit Union 

Employees don’t get it.!
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600 Million Sensitive Records 
Breached Since 2005!

"
*Privacy Rights Clearinghouse�s Chronology of Data Breaches."
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Chronology*of*Data*Breaches*

! See*website*

! 608,214,364*RECORDS*BREACHED*in*3796*Breaches*
!  Facebook*–*June*21:*6,000,000*Personal*Contact*Records*
! Yolo*FCU*–*June*17:*Visa*reports*breach*at*several*Merchants*
! OneWest*Bank*–*April*23:*Unauthorized*Network*Intrusion*
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Yolo*FCU*
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OneWest*Bank*

Copyright*TrustCC.**All*Rights*Reserved.**Copyright*TrustCC.**All*Rights*Reserved.**

Copyright*TrustCC.**All*Rights*Reserved.**Copyright*TrustCC.**All*Rights*Reserved.**

Anonymous 
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“Security” Pop Ups – Scareware! 

Some pop-ups claim you have a security issue.  They lie.  Truth is if you click 
anywhere in the pop-up box you will download and install seriously disruptive 
spyware. 
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Which*Security*Soaware*do*you*Use?*

Close �pop-ups� with Alt F4 
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Vishing*and*Smishing*

" Hello*this*is*“Your”*Bank*calling…*
" We’ve*detected*potenOally*fraudulent*acOvity*on*your*
Visa*card…*

" Please*call*800.123.4567…*

" You*call*and*are*asked*to*confirm*your*account…*
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How*Aeackers*Do*It?*
*

The*Same*Way*TrustCC*Does*It!*
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Social Engineering - Phishing 
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Social Engineering – Pretext Calling 
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Social Engineering – The HVAC Guy 
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After SE, We are on the Internal Network 

! Every Month by Microsoft, Adobe Reader, Java, Flash, 
Office, Internet Explorer, etc. 

! Weak Configs: Default Passwords, Promiscuous Access 

! Exploit Vulnerabilities 
! Metasploit: Point and Click Hacking 
! Disable controls, create accounts, crack passwords, 

establish resilient access, delete log records. 
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Smaller*OrganizaOons*do*beeer*

! Any*financial*insOtuOon*with*more*than*5*branches*is*highly*
likely*to*be*suscepOble*to*Social*Engineering*

! When*combined*with*users*having*“local*admin*rights”*

! GAME*OVER*

! Must*depend*on*technical*controls,*logging*and*alerts*
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Result: Online Account Takeover 

� Financial Institution deploys multi-factor 
authentication and strong controls. 
� Hacker successfully deploys Malware on 

customer/member computer 
� Malware records and replays keystrokes 
� Once Authenticated the Hacker executes a 

fraudulent funds transfer 

Copyright*TrustCC.**All*Rights*Reserved.**

We*Don’t*DDOS*but*“They”*Do.*

! Groups*like*Anonymous*and*“Cyber*Fighters*of*Izz*adCDin*
alCQassam”*are*wreaking*havoc*on*larger*(generally*>$5B)*
financial*insOtuOons.*Recent*guidance*expects*a*wrieen*risk*
assessment,*acOon,*monitoring.**For*most*FIs*focus*should*
be*on*outsourced*website*and*online*banking*services.*

! How*it*works:*

Copyright*TrustCC.**All*Rights*Reserved.**Copyright*TrustCC.**All*Rights*Reserved.**
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Auditors*and*Examiners*are*the*Key*to*a*Good*Night*of*Sleep*

Assess Risks 
Implement 
Appropriate 

Controls 

Test Key 
Controls 
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The*Audit/ExaminaOon*Challenge*

! How*do*I*audit/examine*something*that*is*so*dynamic,*so*
acOvely*hosOle,*and*something*I*am*unfamiliar*with….***
! Have*a*great*plan*
! Either*develop*and*retain*skills*OR*partner*with*a*provider*
! Execute*the*plan*

Copyright*TrustCC.**All*Rights*Reserved.**

The*Regulatory*Environment*
*

By*Tom*Schauer*

CISA,*CISM,*CISSP,*CEH,*CRISC,*CTGA*
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In*1986…*

! The*Office*of*the*Comptroller*of*Currency*
" BC*229*–*InformaOon*Security*
" BC*226*–*End*User*CompuOng*

" Do*you*think*much*has*changed?**See*extract*on*next*
slide*from*2001*OCC*guidance.*
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Fast*Forward*to*2013*–*Security*RegulaOons*for*All*

! Industry*AgnosOc:*CSB*1386,*PCI*

! Healthcare:*HIPAA,*HITech*

! Energy:*NERC*

! Federal*Government:*FISMA*

! Banking:*Gramm*Leach*Bliley*Act*and*MORE*
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Every Industry - CSB 1386 Compliance 

Requires a state agency, or a person or business that conducts 
business in California, that owns or licenses computerized 
data that includes personal information, to disclose any 
breach of the security of the data to any resident of California 
whose unencrypted personal information was, or is 
reasonably believed to have been, acquired by an 
unauthorized person.  

 

Copyright*TrustCC.**All*Rights*Reserved.**

IT Guidance for FIs 

!  Graham-Leach-Bliley Act (GLBA) 
"  Part A – Privacy 
"  Party B – Security 

!  Federal Financial Institution Examination Council 
(FFIEC) IT Booklets 

!  Sarbanes-Oxley (SOX) for Public Banks 
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GLBA Compliance 

“Each financial institution shall implement a comprehensive 
written information security program that includes 
administrative, technical, and physical safeguards.  
 
A financial institutions information security program shall be 
designed to ensure the security and confidentiality of customer 
information, protect against any anticipated threats or hazards 
to the security of such information, and protect against 
unauthorized access to or use of such information that could 
result in substantial harm or inconvenience to any customer.” 
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GLBA*Relevant*to*IT*Audit*

! Assess*Risks*

! Test*Key*Controls*idenOfied*in*the*Risk*Assessment*

! Report*to*the*Board*

Copyright*TrustCC.**All*Rights*Reserved.**

FFIEC IT Booklet & Guidance – Booklets 
http://ithandbook.ffiec.gov/it-booklets.aspx 

!  Audit*–*provides*guidance*to*examiners*and*financial*insOtuOons*on*the*characterisOcs*of*an*
effecOve*informaOon*technology*(IT)*audit*funcOon.**It*is*a*foundaOon*from*which*examiners*can*
assess*the*quality*and*effecOveness*of*an*insOtuOon’s*IT*audit*program.*It*describes*the*roles*and*
responsibiliOes*of*the*board*of*directors,*management,*and*internal*or*external*auditors;*idenOfies*
effecOve*pracOces*for*IT*audit*programs;*and*details*examinaOon*objecOves*and*procedures.*

!  Business*ConOnuity*Planning*–*provides*guidance*and*examinaOon*procedures*to*assist*examiners*
in*evaluaOng*financial*insOtuOon*and*service*provider*risk*management*processes*to*ensure*the*
availability*of*criOcal*financial*services.**

!  Development*and*AcquisiOon*–*provides*examiners*and*financial*insOtuOons*guidance*for*
idenOfying*and*controlling*development*and*acquisiOon*risks.**Development*and*acquisiOon*is*
defined*as*“an*organizaOon’s*ability*to*idenOfy,*acquire,*install,*and*maintain*appropriate*
informaOon*technology*systems.”***The*process*includes*the*internal*development*of*soaware*
applicaOons*or*systems*and*the*purchase*of*hardware,*soaware,*or*services*from*third*parOes.**

Copyright*TrustCC.**All*Rights*Reserved.**

!  ECBanking*–*provides*guidance*to*examiners*and*financial*insOtuOons*on*idenOfying*and*
controlling*the*risks*associated*with*electronic*banking*(eCbanking)*acOviOes.*The*booklet*primarily*
discusses*eCbanking*risks*from*the*perspecOve*of*the*services*or*products*provided*to*customers.**

*
!  InformaOon*Security*–*protecOon*of*informaOon*assets.**It*is*the*process*by*which*an*organizaOon*
protects*and*secures*its*systems,*media,*and*faciliOes*that*process*and*maintain*informaOon*vital*
to*its*operaOons.**

*
! Management*–*assist*examiners*in*evaluaOng*financial*insOtuOon*risk*management*processes*to*
ensure*effecOve*informaOon*technology*(IT)*management.**

!  OperaOons*C*risk*management*processes*that*promote*sound*and*controlled*operaOon*of*
technology*environments.*

!  Outsourcing*Technology*Services*C*assist*examiners*and*bankers*in*evaluaOng*a*financial*
insOtuOon’s*risk*management*processes*to*establish,*manage,*and*monitor*IT*outsourcing*
relaOonships.*

FFIEC IT Booklet & Guidance - Booklets 
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!  Retail*Payment*Systems*C*provides*guidance*to*examiners,*financial*insOtuOons,*and*technology*
service*providers*(TSP)*on*idenOfying*and*controlling*informaOon*technology*(IT)Crelated*risks*
associated*with*retail*payment*systems*and*related*banking*acOviOes.*

!  Supervision*of*Technology*Service*Providers*C*governs*the*supervision*of*technology*service*
providers*(TSPs)**and*briefly*summarizes*the*Federal*Financial*InsOtuOons*ExaminaOon*Council*
(FFIEC)*customer*agencies’*(agencies)*expectaOons*of*financial*insOtuOons*in*the*oversight*and*
management*of*their*TSP*relaOonships.*This*booklet*outlines*the*agencies’*riskCbased*supervision*
approach,*the*supervisory*process,*and*the*examinaOon*raOngs*used*for*informaOon*technology*
(IT)*service*providers.*

! Wholesale*Payment*Systems*C*provides*guidance*to*examiners*and*financial*insOtuOon*
management*regarding*the*risks*and*riskCmanagement*pracOces*when*originaOng*and*transmiwng*
largeCvalue*payments.*

FFIEC IT Booklet & Guidance - Booklets 
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!  Supervision*of*Technology*Service*Providers*C*governs*the*supervision*of*technology*service*
providers*(TSPs)**and*briefly*summarizes*the*Federal*Financial*InsOtuOons*ExaminaOon*Council*
(FFIEC)*customer*agencies’*(agencies)*expectaOons*of*financial*insOtuOons*in*the*oversight*and*
management*of*their*TSP*relaOonships.*This*booklet*outlines*the*agencies’*riskCbased*supervision*
approach,*the*supervisory*process,*and*the*examinaOon*raOngs*used*for*informaOon*technology*
(IT)*service*providers.*

! Wholesale*Payment*Systems*C*provides*guidance*to*examiners*and*financial*insOtuOon*
management*regarding*the*risks*and*riskCmanagement*pracOces*when*originaOng*and*
transmiwng*largeCvalue*payments.*

FFIEC IT Booklet & Guidance - Booklets 

Copyright*TrustCC.**All*Rights*Reserved.**

FFIEC Audit Guide 
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NCUA Questionnaires 
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Examiners want better tools 

! SANs 20 Critical Security Controls 
" Just security therefore incomplete 

! ISO27001&2, NIST 800 Series, COBIT5, etc… 

! CIS – Center for Internet Security 

Copyright*TrustCC.**All*Rights*Reserved.**
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TrustCC Approach*

! Blend of Regulatory and Industry Guidelines 
" Approx*100*Security*Controls*(Primarily*Technical)*
" Approx*130*IT*Audit*Controls*(Physical*&*AdministraOve)*

! Most*CompeOtors*have*a*less*granular*approach*

! Advantages*and*Disadvantages*
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QuesOons*and*Answers?*
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Staffing*–*Internal*Staff*or/and*External*Partner*

! What*size*Financial*InsOtuOon*needs*IT*Audit?*
" If*IT*Audit*is*broadly*defined…*all*sizes.*
! A*Security*Assessment*is*an*IT*Audit*
! Other*Minimal*Audit*Topics*
# GLBA*Compliance*–*all*must*comply*
# BCP*–*all*need*adequate*preparaOon*
# Vendor*Management*–*all*have*vendors*w/*custody*
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Hiring*and*Retaining*IT*Audit*Staff**

! $8B*to*$10B**seems*to*be*“the”*size*

! Most*Internal*FI*IT*Auditors*lack*deep*technical*skills*

! Salary*and*Benefits:**$60k*to*$120k*

! Training*and*More*Training*or*staff*will*fall*behind*

Copyright*TrustCC.**All*Rights*Reserved.**

Partnering*

! FFIEC*Guide*Recognizes*the*Necessity*of*Outsourcing*

! Experience:*1600*Assessments*for*nearly*400*FIs*

! Efficiency:*3*to*20*days*and*your*IT*audit*and*Security*
Assessment*is*done!*

! Benchmarking*

! Some*are*beeer*than*others.**Network/Referrals*is*the*best*
method*to*idenOfy*a*great*partner!*
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6*Categories*of*IT*Audits*

! General*Computer*Controls:*Overview*and*Risk*Based*

! Security*Assessments:*Technical*Focus*

! Integrated*Audit:*Performed*with*OperaOonal*Audits*

! Specialty*Deep*Dives:*Where/when*risk*warrants*

! ConsultaOve*Audits:*ParOcipaOon*in*IT*OperaOons*

! Bank*Compliance:*SOX,*FDICIA,*etc.*
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General*Computer*Controls*

! Pizalls*
"  If*controls*tested*are*not*
granular*many*important*
controls*can*be*missed*

"  Difference*between*text*book*
and*“real”*experience*

"  Difficult*to*align*with*forever*
changing*examinaOon*scope*

"  IT*could*baffle*with*acronyms*

! Scope*
"  Info*Sec*Policies/Training*
"  Risk*Assessments*
"  Backup,*Recovery,*BCP*
"  Vendor*Management*
"  Board*Involvement*
"  General*Physical*Security*
"  Network*Access*Admin*
"  IT*Governance*
"  SDLC,*Change*Management*
"  Core*and*ApplicaOons*
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Security*Assessments*

! Common*Pizalls*
" Too*narrowly*scoped*
" Infrequent*
" Not*“integrated”*with*
review*of*Admin*and*
Physical*controls*

! Scope:*
" Vulnerability*Scanning*
" Social*Engineering*
" Pen*TesOng:*ExploitaOon*
" ConfiguraOon*Reviews*
" Console*Reviews*
" Incident*Response*
" Other*TesOng*
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Integrated*Audits*

! Pizalls*
"  Adds*scope*to*already*“Oght”*
resource*allocaOons*

"  Auditors*may*be*uncomfortable*

! Scope*
"  User*Access*to*Key*ApplicaOons*
"  Clean*Desk*/*End*of*Day*
"  Physical*Security*

! Including*IT*Assets*
"  SegregaOon*of*DuOes*
"  BCP*Plan*Review*
"  Training*VerificaOons*
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Specialty*“Deep*Dives”*

! Pifalls*
" May*be*difficult*to*find*talent*
" What*makes*the*“cut”?*
" Where*do*you*get*an*audit*
program?*

"  Perfect*for*Retainer*or*CoSource*

! Scope*–*Risk/Regulatory*
" Mobile*Banking*
" Mobile*Devices*
"  Board*iPads*
"  DDOS*ProtecOon*
"  Remote*Deposit*Capture*
" Windows*AcOve*Directory*&*
Group*Policy*
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ConsultaOve*Audits*

! Pit*Falls*
" Must*Maintain*Independence*
"  Challenging*to*“earn*respect”*
" MeeOngs*and*more*MeeOngs*

! Scope*
"  Develop*Scorecards/
Methodology*

"  ParOcipate*in*IT*Commieees*

! IT*Steering*
! IT*Change*Control*
! BCP*
! Incident*Response*

"  Project*Advisory*

Copyright*TrustCC.**All*Rights*Reserved.**
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The*Audit*Process*

! Risk*Assess*–*Every*1*to*3*years*

! Plan*–*Every*year*

! Execute*C*conOnuously*

! Adjust*–*quarterly*

! Repeat*

Copyright*TrustCC.**All*Rights*Reserved.**

Risk Assessment 
A Critical IT Audit Component 

By Tom Schauer 
CISA, CISM, CISSP, CEH, CRISC, CTGA 
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Examiners Expect 

! A Risk Management Culture 
! GLBA Member/Customer Info Security RA is Primary  

! Other Types of Risk Assessments 
" Business Impact Assessment 
" Authentication for Online-Banking 
" Audit Risk Assessment 
" DDOS Risk Assessment 
" New Tech Risk Assessment (ie. Board iPads) 
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Risk Assessment 
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Asset 

Asset 
Vulnerability 

Vulnerability 

Vulnerability 

Threat 

Risk Assessment – Threat Inventory 
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Alarm 
Stronger 

Key Guard 

Watch 
Dog 

Risk Assessment – Controls 
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What it is not… 

! A Risk Assessment does not include TESTING the 
effectiveness of controls. 

! So when we talk about Control testing, realize that it is 
a separate step that follows risk assessment and 
should be �tied� to the risk assessment. 
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GLBA Information Security Risk Assessment 

! Threat Based: 
! Consider foreseeable threats, evaluate the impact 

should threat occur, document and identify key 
controls, evaluate the likelihood of the threat given the 
controls, conclude. 
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GLBA - Reasonably Foreseeable Threats 

! Passwords Guessed 
! Malware 
! Network Device Attack 
! Workstation Attack 
! Wireless Attack 
! Server Attack 
! Physical Security 

! Social Engineering 
! Backup Tapes Stolen 
! Remote Access Attack 
! Vendor Data Attack 
! Online Banking Attack 
! etc 
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GLBA - Key Controls 

$ Anti-Malware 
$ System Configuration 
$ Firewalls 
$ IDS/IPS 
$ Policies and Standards 
$ Security Training 
$ Board Reporting 

$ Controls Testing 
$ Patching and Updates 
$ Encryption 
$ Visitor Controls 
$ etc 
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Audit Risk Assessment – Possible Risk Factors 

! SensiOvity*to*ExecuOve*Management*

! Maturity*of*PracOces*and*Procedures*

! Extent*of*Change*

!  Longevity*of*Personnel*Responsible*

! Experience*of*Personnel*Responsible**

! Outsourced**

! Sufficiency*of*ConOnuity*OpOons*

! Maturity*of*Logging*and*Monitoring*

! Regulatory*Issuance,*Known*Examiner*
Focus,*or*other*Compliance*PracOce* 

! SANs*Twenty*CriOcal*Controls**

! Financial*Risk**

! OperaOonal*Risk**

! ReputaOon*Risk**

! Period*Since*Last*Review*
(internal*or*External)**

!  Last*Review*had*Significant*Findings**

! Most*Recent*Audit*Opinion* 
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Management Support 

Is Management ready to embrace a risk 
management culture? 
 
If not at the top, it won’t happen. 



6/25/13!

26!

Copyright*TrustCC.**All*Rights*Reserved.**

Risk Assessment Outcomes 

We prefer that risk assessment 
influence audit planning rather than 
dictate audit planning. 
 
Walk Through Sample – We use tools, 
you can do the same analysis and 
reporting without “efficiency” tools. 
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Why*I*like*our*Risk*Assessment*

! It*is*easy*to*use*

! It*can*be*done*by*IA,*by*Consultant*or*by*Stakeholders*

! It*produces*“relaOve”*result…*comparison*to*Avg.*

! Influences*the*Audit*Plan*

Copyright*TrustCC.**All*Rights*Reserved.**
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The*Audit*Plan*

Copyright*TrustCC.**All*Rights*Reserved.**

The*Audit*Plan*
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Transitioning to Tests of Key Controls 

! Identify key controls in GLBA and Audit RA 
! Determine skills needed 
! Execute RFPs as necessary 
! Coordinate Auditors 

Copyright*TrustCC.**All*Rights*Reserved.**

Tests of Key Controls – Testing Techniques 

! Inquiry 
! Inquiry and Observation 
! Inquiry and Testing 
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Tests of Key Controls – Deficiency Ratings 

! High 
! Medium – High 
! Medium 

! Discussion Item 
! Low- Medium 
! Low 



6/25/13!

29!

Copyright*TrustCC.**All*Rights*Reserved.**

Tests of Key Controls – Work-Papers 

! Who did the work 
! Control Objectives 
! Notes about the environment and deficiencies noted 

! Is SAS65 needed? (Enough detail to re-perform and reach same conclusion) 

! This level of documentation is Time Consuming 

! Keeping documents and samples? 

Copyright*TrustCC.**All*Rights*Reserved.**

Tests of Key Controls – Sample Sizes 

! Who will be relying on the audit work? 
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Documentation Outcomes 

We prefer documentation that provides 
evidence of testing but focuses effort on testing 
and consultation rather than documentation. 
 
Walk Through Sample – We use tools, you can 
do the same analysis and reporting without 
“efficiency” tools. 
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Why*I*like*our*DocumentaOon*Process*

! It*is*easy*to*use*

! Very*Efficient*

! Good*Level*of*DocumentaOon*

! Granular*
" The*BCP*plan*is*sufficient*to*guide…**vs.*
" The*BIA…,*Strategy*aligns…,*BCP*updated…,*TesOng…*

! Benchmarking*

! Reports*for*Every*Audience*

! Graphical*when*effecOve*
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The*sub*$200M*Credit*Union*
! Standard*Security*Assessment*
"  Annual*Internal*and*External*Vulnerability*Scanning*
"  Social*Engineering*(at*least*one*form)*
"  Limited*Pen*TesOng*and*ExploitaOon*
"  Limited*ConfiguraOon*Reviews*and*Console*Reviews*
"  Incident*Response*Review*

! Value*GCC*Audit*
"  Vendor*Management*
"  GLBA*Compliance*
"  Business*ConOnuity*Planning*
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The*$200M*to*$600M*Credit*Union*
! Standard*or*Premium*Security*Assessment*

! Standard*GCC*Audit*

! Integrated*Audits*using*IA*resources*

! Maybe*an*outsourced*“Deep*Dive”*
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The*>$600M*Credit*Union*
! Premium*Security*Assessment*

! Premium*GCC*Audit*

! Integrated*Audits*

! 2*to*3*Deep*Dives*

! ConsultaOve*AudiOng*
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What*does*your*Audit*Plan*look*like?*
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If*Time*Permits…*

! Walk*through*Top*Twenty*Controls*
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QuesOons*and*Answers?*
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www.trustiskey.com!


