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CLA — A Professional Services Firm

A professional services firm with three distinct
business lines
Wealth Advisory - s._%

. ‘>

Outsourcing Wl s s st GTEASE o
Audit, Tax, and Consulting i : —a
e = 4
More than 7,400 professionals ; %

Offices coast to coast

Serve more than 1,500
financial institutions

Investment advisory services are offered through CliftonLarsonAllen Wealth Advisors, LLC.

Top Firm for
Credit Unions
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CLA is recognized as the #1 auditor of
credit unions in the country by Callahan & Associates.

AUDIT, TAX, AN NSULTIN
m 703-825-2168 | CLAconnect.com
A Investment advisory services are offered through CliftonLarsonAllen

., an SEC-registered investment advisor.
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SERVICE ORGANIZATIONS

Cyber Security Services
) SOC 4

Information Security offered as specialized service
. R, 2icpa.org/soc &
offering for over 25 years 2, M

Largest Credit Union Service Practice*

©2021 CliftonLarsonAllen LLP

Penetration Testing and Vulnerability Assessment

Black Box, Red Team, and Collaborative Assessments
Security ©

IT/Cyber security risk assessments _
Standards Council

IT audit and compliance (GLBA, FFIEC, CIS, etc...)
PCI-DSS Readiness and Compliance Assessments

Incident response and forensics
Independent security consulting

nternalaudit support HITRUST

Authorized CSF Assessor

» At last count... CLA was one of only 12 firms in the nation with all three of these
designations/affiliations/capabilities

*Callahan and Associates 2021 Guide to Credit Union CPA Auditors.




C:\whoami

“Professional Student” J :
Science Teacher / Self Taught Computer Guy
IT Consultant - Project Manager — IT Staff/Help Desk - Hacker

Assistant Scout Master (Boy Scouts)
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Exercise

Normally a 5 Minute exercise...

Think about how/where your Credit Union stores, processes,
or transmits credit card information

Think in terms of the steps/stages followed

Examples:

Accept payment information over the phone

Members make payments online

Receive payment information in the mail

Member statements are sent/stored/reviewed by member services reps

End Goal is to understand “where the card data lives”

©2021 CliftonLarsonAllen LLP
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PCI - DSS Overview

A Long Time Ago...
In a Place Far Far Away...




Betore PCI DSS

Each major card brand had its own separate criteria @ VIsA
for implementing credit card security. R |

GLOBAL NETWORK

Merchants and processors who accepted multiple brands of
cards needed to have a separate compliance program for each.

Visa's Cardholder Information Security Program
MasterCard's Site Data Protection

American Express' Data Security Operating Policy
Discover's Information Security and Compliance
JCB's Data Security Program

——
8 =
=

e
6‘ L] AN | ——is )
oo 15 G000 Acquirer/Processor
| B8 |8 Do oo Cardholder’s bank
S ooao (Cardholder’s bank)

or Merchant’s bank
Merchantand ( 2k

Service Provider
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The PCI Security Standards

2006 - Major card brands formed the Payment Card Industry Security Standards Council.
This council developed and has continually updated the Data Security Standard (DSS).

The DSS is a set of 12 detailed requirements that ensure maximum payment card security.

PAYMENT CARD INDUSTRY SECURITY STANDARDS
Protection of Cardholder Payment Data

cturers eveloper etvice Provider
PTS PCIPA-DS5 PCIDSS

Manufa
PCl

PINE

Devices

Ecosystem of payment devices, applications, infrastructure and users
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Lifecycle Changes to PCI DSS

Standards
~  Published
October

Final , Standards
Review ; Effective

May-July

e Current version is
3.2.1 (May 2018)

 Version4is 7 ; ) Market

Revisions | Implementation

eX p e Ct e d I a te r » November-April i All Year
:iii il :"l:"“maiima COMMUNITY MEETINGS
t h iS f a I I September-October September-October

Feedback ) Feedback
Review =y Begins

April-August November

| Old Standards

Retired

December 31

e https://www.pcisecuritystandards.org/pdfs/pci_lifecycle for_changes_to_dss_and_padss.pdf
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PCI DSS Requirements
“The Digital Dozen”

Build and Maintain a Secure
Network and Systems

Install and maintain a firewall configuration to protect cardholder data

Do not use vendor-supplied defaults for system passwords and other
security parameters

Protect Cardholder Data 3. Protect stored c?arfiholder data |

4. Encrypt transmission of cardholder data across open, public networks
Maintain a Vulnerability 5. Pr?tect all systems against malware and regularly update anti-virus
Management Program software or programs

6. Develop and maintain secure systems and applications

7. Restrict access to cardholder data by business need to know
Implement Strong Access , ,

8. Identify and authenticate access to system components
Control Measures , ,

9. Restrict physical access to cardholder data
Regularly Monitor and Test 10. Track and monitor all access to network resources and cardholder data
Networks 11. Regularly test security systems and processes
Maintain an Information

12. Maintain a policy that addresses information security for all personnel

Security Policy

©2021 CliftonLarsonAllen LLP



Cardholder Data (CHD)

The PCI DSS defines CHD to be:

“At a minimum, cardholder data consists of the full PAN. Cardholder data may
also appear in the form of the full PAN plus any of the following: cardholder
name, expiration date and/or service code.”

PAN — Acronym for “primary account number” and also referred to as
“account number.” Unigue payment card number (typically for credit or debit
cards) that identifies the issuer and the particular cardholder account

Service Code — Three-digit or four-digit value in the magnetic-stripe that
follows the expiration date of the payment card on the track data. It is used for
various things such as defining service attributes, differentiating between
international and national interchange, or identifying usage restrictions.

SAD — Acronym for “sensitive authentication data.” Security-related
information (including but not limited to card validation codes/values, full
track data (from the magnetic stripe or equivalent on a chip), PINs, and PIN
blocks) used to authenticate cardholders and/or authorize payment card
transactions.

©2021 CliftonLarsonAllen LLP




Cardholder Data Environment (CDE)

The PCI DSS defines the CDE to be “the people, processes and technology
that store, process or transmit cardholder data or sensitive authentication
data, including any connected system components.”

Store — when cardholder data is inactive or at rest (e.g., located on
electronic media, system component memory, paper, etc...)

Process — when cardholder data is actively being used by a system
component (e.g., entered, edited, manipulated, printed, viewed, etc... )

Transmit — when cardholder data is being transferred from one
location to another (e.g., data in motion)

» More on how to define this later...

©2021 CliftonLarsonAllen LLP




The Basics — How Card Processing Works

Cardholder
Consumers purchasing goods either as a “Card Present” or “Card Not Present” transaction

Issuer

Fl or other organization issuing a payment card on behalf of a Payment Brand (e.g. MasterCard & Visa)
Payment Brand issuing a payment card directly (e.g. Amex, Discover, JCB)

Merchant

Organization accepting the payment card for payment during a purchase

Acquirer

Fl or entity the merchant uses to process their payment card transactions

Acquirer is also called: Merchant Bank, ISO (independent sales organization), or Payment Processor
Payment Brand - Amex, Discover, JCB can be Acquirer; Visa or MasterCard are NEVER the Acquirer
Service Provider

Business entity that is not a payment brand AND is directly involved in the processing, storage, or transmission of
cardholder data. This also includes companies that provide services that control or could impact the security of
cardholder data.

©2021 CliftonLarsonAllen LLP




PCI Merchant Levels

Merchant Level

Merchant Definition

Compliance

V/MC transactions annually, and
all merchants across channel up to
1,000,000 VISA transactions
annually

Level 1 More than 6 million V/MC Annual Onsite PCI Data Security
transactions annually across all Assessment, Quarterly Network Scans,
channels, including e-commerce | Annual External and Internal Penetration

Testing

Level 2 1,000,000 - 5,999,999 V/MC Annual Self Assessment Questionnaire,

transactions annually Quarterly Network Scans, Annual
External and Internal Penetration Testing

Level 3 20,000 - 1,000,000 V/MC Annual Self Assessment Questionnaire,
e-commerce transactions Quarterly Network Scans, Annual
annually External and Internal Penetration Testing

Level 4 Less than 20,000 e-commerce Annual Self Assessment Questionnaire,

Quarterly Network Scans, Annual
External and Internal Penetration Testing

©2021 CliftonLarsonAllen LLP




PCI Service Provider Levels

Service
Provider Level

Service Provider Definition

Compliance

processes and/or transmits less
than 300,000 transactions per
year.

Level 1 VisaNet processors or any service | Annual Onsite PCI Data Security
provider that stores, processes Assessment, Quarterly Network Scans,
and/or transmits over 300,000 Annual External and Internal Penetration
transactions per year. Testing, Quarterly Wireless Testing

Level 2 Any service provider that stores, | Annual Self Assessment Questionnaire,

Quarterly Network Scans, Annual
External and Internal Penetration Testing,
Quarterly Wireless Testing

©2021 CliftonLarsonAllen LLP




Compliance and Certification

Every organization that stores, processes, or transmits
credit card data needs to comply with all DSS standards.
This includes Service Providers and Issuers.

Depending on the type and size of the organization you
must (may need to?) annually attest compliance utilizing
either a self assessment questionnaire (SAQ) or
independent third party review and Report on
Compliance (ROC).

Who drives this?

©2021 CliftonLarsonAllen LLP




PCI DSS Compliance Reporting
Self-Assessment Questionnaire (SAQ)

pcl
Section 2: Self-Assessment Questionnaire D for Merchants

Questions corresponding to the PCI DSS B iy o 153 s g oo, o o 1 053
requirements Buil and Maintain  Secure Network and Systems mmm——

Requirement 1: Install and maintain a firewall configuration to protect data

The PCI DSS SAQ, consists of two components:

Minimal to no Narrative
Yes, Yes w/CCW, No, NA, Not Tested

Response
(Check one response for each question)
Yes
with Not
Yes | CCW | Mo | NIA | Tested

PCI DSS Question Expected Testing

14 Are firawall and router configuration standards

astablished and implermentad to include the following:

1.1.1 | s there a formal process for approving and testing all = Rewiew docurmented process. =B ] a a a
natwork connections and changes to the firewall and *  Interview personnel.
routar configurations?

Attestation of Compliance AT e R B S L AR AR

connactions babween the cardholder data
amvironment and other networks, including any

Organization certification of eligibility to T

(b s there a process to ensure the diagram is kept = |nferview rasponsible personnal. E D

= Examine network configurations.

nnnnn 1?

perform and have performed the appropriate 73] @ oo s st dagar vt ors ko |+ evewamn et dogar | @ | B

data flows across systams and netwarks? +  Examine natwork configurations.

Self-Assessment. The correct Attestation will be D) o ot s o i s it |« o e mjmjmje| =

current?

©2021 CliftonLarsonAllen LLP

packaged with the SAQ selected.
This is a summary




PCI DSS Compliance Reporting
Report on Compliance (ROC)

The PCI DSS ROC consists of two components:
ROC is a detailed narrative of controls

Appropriate to service providers and

merchants

In Place, In Place w/CCW, NA, Not Tested,
Not in place

Reference to evidence
Narrative description

Attestation of Compliance
Summary of the AOC

[#]

6. Findings and Observations

Build and Maintain a Secure Network and Systems

Requirement 1: Install and maintain a firewall configuration to protect cardholder data

PCI DSS Requirements
and Testing Procedures

Reporting Instruction

Summary of Assessment Findings
(check one)
Reporting Detalls: n | InPlace Not | Notin
Assessor's Response | piace | wiccw | NA | Tested | Place

1.1 Establish and implement firewall and router configuration standards that include the following:

1.1 Inspect the firewall and router configuration standards and other documentation specified below and verify that standards are complete and implemented as follows:

1.1.1 A formal process for approving and testing all network connections and changes to the firewall and router configurations.

|E|EI|I:| EI‘EI

1.1.1.a Examine documented procedures

Identify the d

(s) reviewed to verify procedures define the formal processes for:

to verify there is a formal process for
testing and approval of all:

+ Testing and approval of all network connections.

Art-1_xxx Information Security Policy 1.90.pdf, (page 23 and 78)

« Network connections, and
» Changes to firewall and router
configurations.

+ Testing and approval of all changes to firewall
and router configurations.

Art-1_xxx Information Security Policy 1.90.pdf, (page 23 and 78)

1.1.1.b For a sample of network
connections, interview responsible
personnel and examine records to verify

Identify the sample of records for network
connections that were selected for this testing

procedure.

SS-17

that network connections were approved
and tested.

Identify the responsible personnel interviewed who
confirm that network connections were approved and
tested.

Int-1 yyy ywy,- Director, Information Security

Describe how the sampled records verified that netwol

rk connections were:

« Approved

CLA reviewed the sampled tickets and observed the documented approval
on the tickets.

* Tested

CLA reviewed the sampled tickets and observed that relevant testing was
included on the tickets.

1.1.1.c Identify a sample of actual
changes made to firewall and router
configurations, compare to the change

Identify the sample of records for firewall and
router configuration changes that were selected for
this testing procedure.

85-17

records, and interview responsible
personnel to verify the changes were
approved and tested.

Identify the responsible personnel interviewed who
confirm that changes made to firewall and router
configurations were approved and tested.

Int-6 yyy yyv,— Network Engineer

PCI DSS v3.2.1 Template for Report on Complia

© 2018 PCI Security Standards Council, L

Rev. 1.0
hts Reserved.

LC. Al

June 2018
Page 41
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PCI - DSS
The Framework




Overview — PCI DSS — “Digital Dozen”

Build and Maintain a Secure 1. Install and maintain a flre.wall configuration to protect cardholder data
Network and Systems 2. Do nqt use vendor-supplied defaults for system passwords and other
security parameters
Protect Cardholder Data 3. Protect stored (?,ar.dholder data |
4. Encrypt transmission of cardholder data across open, public networks
Maintain a Vulnerability 5. Protect all systems against malware and regularly update anti-virus
Manacement Program software or programs
9 9 6. Develop and maintain secure systems and applications
7. Restrict access to cardholder data by business need to know
Implement Strong Access 8. Identif 4 authenticat ( ¢ )
Control Measures . en |.y an a.u enticate access to system components
9. Restrict physical access to cardholder data
Regularly Monitor and Test 10. Track and monitor all access to network resources and cardholder data
Networks 11. Regularly test security systems and processes
Maintai Inf ti
aintain an ‘nformation 12. Maintain a policy that addresses information security for all personnel

Security Policy

Six Goals and Twelve Requirements

e ~ 140 Controls
e Three elements to each control

©2021 CliftonLarsonAllen LLP



PCI DSS — Build & Maintain a Secure

Network

Goals PCI DSS Requirements

1

Build and Maintain a Secure
Network

1. Install and maintain a firewall configuration to protect cardholder data

2. Do not use vendor-supplied defaults for system passwords and other security
parameters

Default password lists:
http://www.phenoelit-us.org/

http://www.cirt.net/passwords

WWW.google.com

“default password”

©2021 CliftonLarsonAllen LLP



http://www.phenoelit-us.org/
http://www.cirt.net/passwords
http://www.google.com/

PCI DSS — Protect Cardholder Data

PCI DSS Requirements

3. Protect stored cardholder data
) | Protect Cardholder Data

4. Encrypt transmission of cardholder data across open, public networks

Minimize storage

Implement data retention and disposal policies
Do NOT store sensitive authentication data
Mask displayed PAN

Render PAN unreadable where stored

Protect cryptographic keys

ADDITION: NEVER send unprotected PAN by end user
messaging (email, chat, IM, etc...)

nAllen LLP

©2021 CliftonlLarso




PCI DSS — Maintain Vulnerability Mgmt
Program

Goals PCl DSS Requirements

. Use and regularly update anfi-virus software or programs

3 Maintain a Vulnerability

Management Program 6. Develop and maintain secure systems and applications

“Use anti-virus...”
Secure software development and change control...

Secure build checklists:

CIS offers vendor-neutral hardening resources
http://www.cisecurity.org/

Microsoft Security Checklists

http://www.microsoft.com/technet/archive/security/chklist/default.mspx?mfr=true
http://technet.microsoft.com/en-us/library/dd366061.aspx

PA-DSS “certified” applications will have an Implementation Guide

©2021 CliftonLarsonAllen LLP



http://www.cisecurity.org/
http://www.microsoft.com/technet/archive/security/chklist/default.mspx?mfr=true
http://technet.microsoft.com/en-us/library/dd366061.aspx

P

CI DSS — Implement Strong Access

gontrols

A

Goals PCI DSS Requirements

7. Resfrict access to cardholder data by business nesd-to-know

Implement Strong Access

BT e 8. Assign a unigue 1D to each person with computer access

9. Restrict physical access to cardholder data

Principle of minimum access and least privilege
Unique IDs (= NO shared IDs)

Long/strong passwords, password controls, strong
authentication

Password protected screen saver time outs (15 min)
Limit and monitor physical access
Secure storage and tracking of media

©2021 CliftonLarsonAllen LLP




PCI DSS — Regularly Monitor and Test
Networks

Goals PCI DSS Requirements

10, Track and monitor all access to network resources and cardholder data

5 Regularly Monitor and Test

Networks

11. Regularly test security systems and processes

Process, system, and application logging
Secure the audit logs
Review and retain audit logs

Regular testing:
Quarterly*: Wireless testing & Vulnerability scanning

Annual®: Penetration testing
IDS/IPS and
File integrity monitoring

©2021 CliftonLarsonAllen LLP




PCI DSS — Maintain Information Security Policy

Security Policy

6 Maintain an Information

PClI DSS Requirements

12. Maintain a policy that addresses information security for employees and contractors

Section 1

Section 2

Section 3

Section 4

Section 5

Section 6

Section 7

Section 8

Section 9

Section 10

Section 11

Section 12

Information Security Program Section 13 Endpoint Security

Risk Management Section 14 Logging and Alerting

IT Governance and Management Section 15 System Maintenance

Personnel Administration Section 16 Change Management

Vendor Management Section 17 Network User Access Control
Business Continuity and Disaster Recovery Section 18 Application Administration
Incident Response and Management Section 19 Internet Banking Administration
General Physical Security Section 20 Mobile Banking Administration
Physical Security of IT Assets Section 21 Remote Deposit Capture (RDC)
Boundary Defense Section 22 Automated Clearing House (ACH)
Internal Network Section 23 Wire Transfer

Data Administration Section 24 Bill Pay

©2021 CliftonLarsonAllen LLP
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How PCI Relates to
Credit Unions




Exercise

Think about how your credit union stores, processes, or transmits credit
card information

Understand who (needs to) interact(s) with CHD
Think in terms of the steps/stages followed

Examples:

Accept payment information over the phone

Members make payments online

Receive payment information in the mail

Member statements are sent/stored/reviewed by member services reps

End Goal is to understand “where the card data lives”

©2021 CliftonLarsonAllen LLP




Exercise

Do you accept CC payment “in-person”?

Do you accept CC payment over the phone?

Do you accept CC payment via a website?

Do you rely on a 3™ party/vendor to host or manage any of your data systems?
Do you store or process CC data for someone else?

Do you have instant issue capabilities?

Are ATMs “on your network”?

©2021 CliftonLarsonAllen LLP




Applicability

Account Data

Cardholder Data includes:

Sensitive Authentication Data includes:

= Primary Account Number (PAN)
= Cardholder Name

= Expiration Date

= Service Code

= Full track data (magnetic-stripe data or
equivalent on a chip)

= CAV2/CVC2/CVvV2/CID
= PINs/PIN blocks

OK to Store — must be encrypted
in transit and at rest using Strong
Cypher

Generally not OK to Store —
only issuers may store with
business justification

©2021 CliftonLarsonAllen LLP



Use of Third-Party Service Providers

If a third-party stores, process, or transmits CHD on your
behalf they are in scope of your assessment

Third-parties may provide an Attestation of Compliance (AOC)
which must be reviewed during your assessment

Outsourcing a process to a third party does not eliminate your
responsibility for the data

nAllen LLP
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CDE Systems

System component stores
processes, or transmits
CHD/SAD

same network segment
(for example, in the same
subnet or V

In Scope for PCI DSS

System component
directly connects to
CDE

System component

impacts
configuration or
security of the CDE

System component
segments CDE

scope systems and
networks

systems from out-of-

Connected-to or Security-impacting Systems

System component
indirectly connects
to CDE

System component
provides secunty
services to the CDE

System component
supports PC| DSS
requirements

In Scope for PCI DSS

Out-of-Scope Systems

System component does / ,/ System component is NOT in / / System component

: / the same network segment (for f

or transmit CHD/SAD / AND |/ mm not in the same subnet | A.ND/I
or VLAN) as systems that store, |

/ process, or transmit CHD/SAD / /

NOT store,

/

/

L

cannot connect to any
system in the CDE

/ System component does
/ NOT meet any criteria
AND described for connected-to
/ or security-impacting
| systems, per above

If all the criteria in this category are met, these systems may be considered out of scope for PCI DSS.

May include systems that connect to a “connected-to™ or “security-impacting” system component, where controls are in place to prevent
the out-of-scope system from gaining access to the CDE via the in-scope system component.

©2021 CliftonLarsonAllen LLP




Which SAQ Best Applies to My Environment?

Service
Provider

Are you a
service provider?

Does merchant store

any cardhoider data,
including legacy data?

YES

*—.

EACH channel.

applicab® SAQ that follows

SAQ SELECTION INSTRUCTIONS

v' To determine the applicable SAQs, follow the path(s) for
v I the answer o the gueston 18 "YES " check the box for each
v Merchants with more than one channel ehould consult with

thes acquirer about how to validate compliance

v Merchants must meet all ebgibiity cntena for any

*‘—\

Does merchant goolicable SAQ.
PCPI;D;EM accept lransaclions
Solution protected by a PCl-listed
P2PE Solution?
Vi Via merchan
Does merchant Via imprint Via PTS ot - reb browss
Card-present SCOSE Gard-present YES or diakout AND approved AND app 0';’0 AND | sending to sen
Transactions transactions not ”|  machines, or ¥| deviceswith | or ” 8 oR? provider's
protected by a PCl-listed no Internet Intemet WEN Inlecvet ‘virtal
v wal paym
F2PE solution? connection application
SAQ SAQ
B 81pP
Does merchant Via CHOD functions fully Via merchan
o accept MOTO - outsourced o a PCI DSS Via imprint Via PTS ;“p:'fg‘g;"s' e browse
MO’ z S p| compliant senvica provider, no AND ordialout | AND approved AND AND_ | sending to sen
’ Transactions t"‘;";“"m;gf:m g electronic CHD siorage, o= ®| machines, o= P| devicoswith | oR mm°|'nf;$mt R Pl providers
protected by a 2d processng or transmisson on no Internet ImMemed connaction *virtual paym
P2PE solution? merchant systems of premisas application
Va CHD furctons fully outsowrced o a Via payment processng cutscurced o
Doss merchant PCI DSS complant sendce provider, including PCI DSS valkdated service provider, merchant Via syster
E-commmerce | YES > all elemants of the payment page (for example, AND R website delvers some elements of the AND > maAnagec
Transactions accept e-commerce via URL redirect or iFrame). No electronic CHD OR payment page {for example, via Direct Post) OR by the
transactions? storage, processing or transmission on mearchant No electronic CHD storage, procassing or merchar
systems or premses transmission on merchant sysiems or premises

e

©2021 CliftonLarsonAllen LLP

You all can probably

stop here

IF you need to report...

It will be either
SAQ-D or a ROC




What is in Scope?

To use network segmentation to reduce PC| DSS scope,
Segmentation an entity must isolate systems that store, process, or transmit
cardholder data from the rest of the network.

Did assessor
validate effectiveness
of segmentation?

Can scope be
reduced due to network
segmentation?

Determine YES

segmentation

> Entire network is in
scope for PCI DSS review

Words and Vocabulary are IMPORTANT:
Segmentation does not necessarily mean ISOLATION

Assessor documents in
report that network
segmentation is in
place & effective

Scope can be limited
to isolated area that
stores, processes, and
transmits CHD

Assessors must document
the segmentation used and
how the effectiveness of the
segmentation was validated.

©2021 CliftonLarsonAllen LLP




Understand Where Your Data Lives

Develop data inventory

Payment/data flow » &
|

Where static data resides
Understand which systems/applications c@ﬁ: & %
are linked (interfaces) —

Who is mining data and for what purposes @L

AT

u

‘ s R
B B
& &

|

<

Understand how the back up system works

nAllen LLP
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Most Significant Challenges to PCI Compliance?

~

=W R o

ldentify where card holder data is “stored” — minimize storage

Compare current control requirements (FFIEC and GLBA) to PCI — identify
overlaps and gaps

Vendor/service provider applications do not support PClI compliance
Secure application development/compliance

Vulnerability management and remediation

Secure standard configuration management

Network segmentation < you need to think “isolation”

Operational maturity:
Disciplined adherence to policies and procedures — PCl is daily business as usual
Mature documentation of evidence & documented exception management

©2021 CliftonLarsonAllen LLP




Common Challenges for Credit Unions

Isolation/segmentation is difficult
Everything talks with the core

Card data is received over the phone

Service center records phone calls
Phone calls contain PAN data
Voice over IP (touches everything... is integrated to everything...)

This makes all systems on the network in scope

nAllen LLP
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Exercise - Segment Your Network

What is in-scope here?

NOTHING
Firewalls
Servers
PCs
Everything

Why?

nAllen LLP
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Exercise - Segment Your Network

What is in-scope here?

NOTHING
Firewalls

Servers
PCs

Everything

Why?

nAllen LLP

©2021 CliftonlLarso




Segment Your Network

What is in-scope here?

»>NOTHING
» Firewalls
»Servers
»PCs

» Everything

Why?

nAllen LLP
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Segment Your Network

What is in-scope here?

»>NOTHING
»Firewalls
> Servers
»PCs

» Everything

Why?

nAllen LLP
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Common Challenges for Credit Unions

Data warehouse and analytics...
Reports (PDF, XLSX, etc.) contain PAN

Core/vendor software generates reports with PAN data
These reports exist in email and on network file shares
Vendor software doesn’t follow PCI guidelines

Instant issue systems store SAD
Vendor software stores clear-text PAN

Members have old systems

Credit Union wants to support legacy (non-compliant) protocols for
members with old PCs

nAllen LLP
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Summarize

Credit Unions need to be PCl compliant

Contractual obligation

There are no “PClI Police” looking for you

Some examiners are starting to ask about
compliance status

Credit Unions could be Issuer, Merchant and
Service Provider

nAllen LLP
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Summarize

The Credit Union most likely is not compliant right now

Start the process
Complete a Readiness Assessment
Utilized Prioritized Approach
Map your controls

Identify where card data lives and how it flows through
environment

Update policies and processes to address PCl requirements

nAllen LLP
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Questions

nAllen LLP
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Thank Youl!

Randy Romes CISSP, CRISC, CISA, MPC, PCI-QSA
612-397-3114

Randy.Romes@claconnect.com

WEALTH ADVISORY | OUTSOURCING
AUDIT, TAX, AND CONSULTING

Investment advisory services are offered through CliftonLarsonAllen
Wealth Advisors, LLC, an SEC-registered investment advisor



Resources

PCI Website: PCISecurityStandards.org

Document library

https://www.pcisecuritystandards.org/document_library

DSS

https://www.pcisecuritystandards.org/documents/PCl_DSS v3-2-1.pdf?agreement=true&time=1632414383382

Prioritized approach (description and tool)

https://www.pcisecuritystandards.org/documents/Prioritized-Approach-for-PCI-DSS-v3_2_1.pdf?agreement=true&time=1632414383404
https://www.pcisecuritystandards.org/documents/Prioritized-Approach-Tool-v3_2_1.xIsx?agreement=true&time=1632414383408

CIS — Audit Scripts Mapping Tool

https://www.auditscripts.com/download/2742/
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Incident Response Preparedness- Cost Savings

| Incident response testing| -$295,267
Business continuity -%278,697
| Formation of the IR team| -$272,786
Al platform -$259,354

| Penetration Testing| -$243,164

By the numbers:

* $2.64m — Average global total cost of a breach for organizations under 500
employees; $5.52m at enterprises over 25K employees

©2021 CliftonLarsonAllen LLP

Employee training
Extensive encryption
Security analytics

-z238,017 I
-$237,17¢ I
-$234,351 I

-5202,874 I

Threat intel sharing

Board involvement -3199,677 I
Cyber insurance -$199,145 I

DevSecOps -$191,618 I

Impact of 25 key factors on the average total cost of a data breach

Change in US$ from average total cost of $3.86 million

Vulnerability testing -$172,817 I
Data loss prevention -$164,335 I
CISO appointed -$144,540 I
Managed security services -$78,054 NN
-$73,195 I
I 136,974
. $192,455
u I $206,958

r/‘
)
/ I $z07,411
‘ I, $255,626
I $257,429

1D theft protection
Remote workforce

Lost or stolen devices
IoT/OT impacted
Third-party breach
Compliance failures
Security skills shortage
Cloud migration

Complex security systems

I 326:7,469
I 3291,8T0

-$500K -$400K -5300K -$200K -$100K 0 $100K $200K $300K $400K $500K

. Cost mitigating factors . Cost amplifying factors

Source: IBM Security Cost of a Data Breach Report 2020
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