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Learning Objectives

e Explain the value proposition of a risk mature organization to business
stakeholders

e Anticipate the challenges of developing a mature Enterprise Risk
Management program

e Assess an organization’s level of risk maturity

e Explore actionable best practices to develop or advance an ERM program in

today’s volatile risk environment
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What is Risk Maturity

e A way to evaluate the maturity of your Risk Management Program

e A few different models

o 1SO (nhttps://www.iso.org/iso-31000-risk-management.html)

o Risk Management Society (https://www.rims.org/resources/strategic-enterprise-risk-center/risk-maturity-

model )

o  AON (nttps://aon.com/risk-maturity-index )

e Maturity is usually evaluated using a number of criteria

Immature
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Maturity Levels

Mature/
Advanced

Semi Mature/
Operational

Progressive /
Defined

Early Starter/
Basic

If the organization identifies and addresses risks it is done within silos only; components and activities of the risk management
process are limited in scope and implemented in an ad-hoc manner
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Value Proposition of a Risk Mature Organization
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Root Causes of Decline by Risk Type

Share Price Decline Drivers
Market Capitalization in the Fortune 500
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Frequency of risk events across 100 public companies with largest value drops

Strategic Risk

Operational Risk

Financial Risk

External Risk

178

Deloitte, The Value Killers Revisited: A Risk Management Study, 2014,
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* Demand shortfalls

* Customer losses/problems

* M&A problems

* Product/services competition
*» Product problems

* Earnings shortfall

» Cost overruns

* Poor operating controls
* Accounting problems

» Capacity problems

* Supply-chain issues

= Poor financial strategies

* Asset losses

* Goodwill and amortization
* Liquidity crises

*» High debt and interest rates

* Declining commodity prices
* Rating impacts

* Industry crises

» Legal risks

* Country economic issues

+ Regulation

*R&D

* Management change

» Corporate governance

* Miscommunication/false guidance

+ Employee issues and fraud
+ Noncompliance

* High input costs

* IT security

* Supplier losses

* Weather issues

* Partner losses

* Political issues

* Terrorism

* Foreign economic issues
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Enterprise Risk Management

Maturity Evolution

C-Suite engagement in
process with robust

Some reporting to board interaction

Board but still uncertain

about value

Siloed risk focus on [

known risks with |

compliance / loss 2

prevention focus =

T ERM viewed as important
} ! strategic tool
No coordinated
sffort ormccgnition > Structured approach to
obnesd risk identification and
® assessment from
Definable approach to strategic perspective
identifying and

assessing risks

Pockets of
risk recognition
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The Relationship
between Risk
Management and

Stock Price
Performance
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Graph One: Stock Price Performance by Risk Maturity Rating
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Strategic Risks Destroy the Greatest Value

Share price impact and audit time allocation across risk categories

n =617
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Strategic
Business
Risks

Operational Risk

Legal and Compliance Risks

Financial Reporting Risks
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The Nine
Characteristics
of Advanced Risk
Maturity
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Board Level
Commitment

Culture of Risk

Ownership

Risk-Based
Decision
VY EL

Executive
Leadership

Data &
Analytics

Risk
Quantification

Transparent
Communication

Stakeholder
Participation

Optimized Risk
Performance
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Steps for Building an ERM Program

Leverage technology to
improve the value of ERM

Develop an action plan
and communicate to
key stakeholders

Familiarize with ERM
guidance documents

Building an

ERM Program

Conduct a strategic
risk assessment

Conduct ERM education
and discussion sessions

Set a formal agenda item
to discuss ERM strategy
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o e COSO ERM Framework

e Creating and Protecting Value

ERM Guidance e 15031000
Documents e RIMS Risk Maturity Model (RMM)

e ThellA’s International Professional Practices Framework (IPPF)

e The Open Compliance and Ethics Group’s Red Book
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ERM Education
/ Discussion
Sessions
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Conduct ERM education / discussion sessions with the
board & senior management

Establish that the objective of ERM is to help the
organization achieve its strategic goals

Communicate the importance of embedding ERM into

strategy
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V e I|dentify an executive or Board member to drive ERM
initiatives
DiSCUSS ERM e Establish an executive-level risk committee to support the
Strategies, risk leader
ObjeCtiveS’ and e Develop aformal risk management charter that includes a
EXpeCtationS risk appetite statement
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Strategic Risk
Assessment
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|dentify key strategies

|dentify risks related to key strategies
|dentify external and emerging risks
Develop an action plan

Communicate with the board and senior

management
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Leveraging
Technology
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Centralize risk management

Facilitate collaboration between different risk
management stakeholders

Integrate risk activities to create greater alignment
between audit, risk, and compliance groups and
improve decision making

Automate risk assessment process

Provide visibility into risk trends and mitigation
activities
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Q&A



The Industry’s Most Intuitive, Collaborative, and Integrated Platform

Transform your audit, risk, and compliance programs with a platform for today and the future.
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Thank You!

If you qualified for a CPE, you will receive your
certificate by email by the end of the day.
Questions? Email events@auditboard.com.
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